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Encryption systems

@ Symmetric ciphers
C = Ex(M)

M = Ek(C)
@ Public key ciphers

C= Exp e (M)

M = EKPrivate (C)
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Uses of encryption systems

@ Secret communication:
C= EKPublic (IVI)

M = Egpjyae (C)

@ Digital signatures:
S = EKPrivate (M)

M= EKPublic (S)

@ Authentication

Response = Ek,,, ... (Challenge)

Saulius Grazulis Privacy and security Vilnius, 2024



Example: Vernam cipher
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Example: Lorenz cipher
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Example: GSM cipher
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ssh

ssh-keygen — generate a new key;

ssh-keygen -1 -f key — list the key fingerprint;
ssh — secure shell;

scp — secure copy;

ssh-add — add a key;

ssh-add -1 - list available keys;
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Thank you!
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